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o ABSTRACT O

The exponential growth in network traffic and associated security threats
necessitates the development of robust systems for detecting and classifying network
attacks. This is crucial for mitigating their impact on individuals, organizations, and
societies, thereby ensuring cybersecurity.

Classification systems based on artificial intelligence techniques and algorithms
rely on massive amounts of network data. This makes the process of selecting an
appropriate feature subset a critical step in enhancing system efficiency, accuracy, and
interpretability. This is achieved by reducing the dimensionality of the dataset,
mitigating noise, and eliminating redundant or irrelevant features that don't contribute to
classification categories.

This research paper investigates a set of machine learning-based feature selection
techniques including Redundant Feature Elimination (RFE) algorithms, such as RF-RFE,
SVM-RFE, LR-RFE, and Genetic Algorithms (GA). These Techniques are applied to the
benchmark dataset UNSW-NB15, which comprises 45 features related to network traffic
and connection behavior in computer networks. The performance and effectiveness of
these techniques in selecting the optimal feature set for 8-14 features were analyzed, and
their performance in improving the accuracy of classification models was compared by
testing their results with the immune Dendritic cell algorithm (DCA) for identifying
malicious activities and detecting threats in networks.

The final results of this study demonstrated an outstanding performance of the
classification model when feature selection techniques were applied. this confirms their
effectiveness in dimensionality reduction noise mitigation and redundancy elimination.
The Genetic Algorithm achieved the best results with an accuracy of 99% using only 8
features and a very low false alarm rate (FAR) of 1.61%, outperforming other machine
learning-based algorithms, among which the Random Forest Algorithm with an accuracy
of 97.6%.
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. . . ‘ct_sr 514
‘dur’ ct_dst sr | 'smea | 'ackda dttl” v dst | B
c_Itm' n' t - an
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Evaluation Matrices
Featxrlzso-rsiter:%:tlon ES?{:E;?: Accuracy | precision Recall F1-Score FAR
----- 42 92% 92.51% 93% 92.75% 9.22%
LR RFE 14 94.8% 95.9% 94.54 95.25% 4.88%
- 8 95.4% 96.6% 95% 95.78% 4.12%
RE RFE 14 97.2% 96.97% 98% 97.48% 3.75%
- 8 97.6% 97.20% 98.42% 97.80% 3.47%
SVM RFE 14 96% 95.79% 95.79% 96.39% 5.22%
- 8 96.5% 96.47% 97.20% 96.82% 4.35%
GA 14 98.5% 98.29% 99% 98.64% 2.11%
8 99% 98.69% 99.5% 99.09% 1.61%

ciipe FAR 408 @)li) Jare eday ) poes aladiad die Cateadl) ol & oluill el
LUkl Aja a8 DCA duejjlsa ool e Bgale <0 5 Lee T

dial) dy lsdll F ML V1 bl e sadieal) elgw clipad) padlaiu) il ulas aam
Gl 4 o ) el Le FAR 8 Lisale (aliss) ae els 880 julee (3 € s Jaadls
g lagumg S0 miles ) a5 8Kl sl chnailly Ul J8Y)

) Jlas) Ghaylsa of I 8 W14 e ) e Qi e oY)l Gt -
ey gl unalls Jasi i Al Gasle) ) g 1S5 ST die 8 degana 1aad (8 eals S Ut
- lla) de gane (pauia ol

8y a8 Lol 333 RF-RFE dmylsa &1 (7) JS&) (3 meagal) Shal) Jaladall e Jaadlm
ajlss ae didhad) (LR,SVM) (W) alaall cibaa lsd o e Ciline 8 sl (00 97.6% (I Jusas
s RF Gueylsa of A s @l 3 Cundly 3.47% Y deas 4lall misie FAR e ae RFE
zilall (e e eyl (pn 8aiaall cDlelilly Lbadl) je Dl Ll e il gk zisal e
SVM,LR 3 daseadl ddadl)
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CaiSy paa (b gl elaY ey Hdge pdb gilly (9) JSA B minge p WS (99% e ol ai )
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oo IS B V) alaally el oSN Gl (e degene lo alae¥l clall 8 cleagl)
Usale g el Cun ¢(10) Jgoall 3 peiage o LS Caneailly il jlid) Jilae
o lie Gl e Aertiendl @) lad) b el ae Canatll & DCA sl
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LATERA]
Reference Dataset Feature selection Classification Accuracy
Algorithm Algorithm
PSO JA8 89,013%
SVM 89.152%
GWO J48 85.676%
SVM 84.485%
[5] UNSW-NBI5 FFW J48 86.037%
SVM 85.429%
GA J48 86.864%
SVM 86.397%
[6] UNSW-NB15 IGRF-RFE MLP 84.24%
[17] UNSW-NB15 TS-RF RF 83.12%
[18] NSL-KDD GA-SUS XG boost and 97.60%
gradient boost
LR_RFE 95.4%
Proposed RF_RFE 97.6%
Research UNSW-NBI5 SVM_RFE DCA 96.5%
GA 99%

Gl agilly claliti ) \
dgnllas ddany Ladpall ailly (oleadl a2ailly ULl Glesane ana 2l (& hauY) e
il e Juanl) acai lly sl (e ie dac i Clegana SLid) e Jaall (55 pall (0 acal
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