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o ABSTRACT o

The maximum plausible coverage range in Vehicular Ad Hoc Networks
(VANETS) is the distance within which vehicles can exchange beacon messages to
warn drivers about road conditions. Although extending this range allows receiving
messages from multiple vehicles, it does not guarantee the reliability of these
messages, which may open the door to malicious attacks that affect driving safety. The
sudden appearance range represents a situation where a vehicle suddenly appears
within the range of another vehicle without a gradual exchange of messages, increasing
the chances of attacks or interference.

To address these challenges, we propose a trust-based algorithm relying on a
weighted average for inspection (TrustWeightCheck), which integrates trust with
dynamic weights for checks, such that the weight of a failed check is increased while
the weight of a successful check is reduced without neglecting any result. The
algorithm’s performance was evaluated under two coverage ranges: 420 meters and
600 meters. The results showed that increasing the range slightly affects detection
performance, with a minor increase in detection time and a limited decrease in F1-
Score metrics. However, the proposed algorithm outperformed others in detection
speed, achieving an average detection time of 0.13 seconds along with a high F1-Score
rate of 58%. Despite higher entropy in identifying the attacking vehicle due to
pseudonym changes that reduce traceability, the algorithm demonstrated a good
balance by relying on all checks compared to algorithms based on a single criterion,
neighbor trust, or preliminary attack type predictions.
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el Y1 ooVl i Al MAX_HEADING_CHANGE Consistancy Check
g zsandl
olat) Bl (e (3o
Qgall it xe A5l
Aall el
[23] agagl) cadsi A clagadl) (V) Jgaadl puage
psagl) CRAST ) cilagad asag
Beaconally 23515 alsall (gallss asd DoS, DoS Random Attack
ands alaeY) Jladl Llgies 5 Aoyl Al gins (and DoS Random Sybil Attack
‘ raliall selall
asall Llgine ans Disruptive Attack
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Absolute Latency Per Attack
__attackerAverageReportDelay x reportedAttackerNum + deltaTime
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reportAttackerNum + 1 (10)
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[12] &) somaSst BlSlaa (¥) Jel

OMNET 5 Lasiiusall 5lslaall cijially (£)Jg2ad

Module Parameter Value

Veins Transmission Power 20mwW

Bit Rate 6Mbps

Packet Header length 80bit
Beacon Payload length 100 byte

Beacon rate 1 HZ

Attacks Parameters asngll 35S 50%
Detection Parameters MAX_PLAUSIBLE_RANGE 600420 m

MAX-sudden-RANGE 600,420 m

OIS 13 Y llig ¢ Aaadll s gleie toalaal) ) sglall Jlave s dudasil] Jgaaall calie) Jlae 60 o o
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g el Slaa Al BlSlaall il (o) Jsaall

Algorithm FP% | TN% | TP% | FN% | Average | Average | Average

Entropy | F1-Score | Detection

Latency
(s)
Threshold 420 0.52 S,AN | YE,VY | YE,AA A4 e A
Threshold_600 Eq | £9,9) | VY08 | Yy, TS Y R
Behavior_420 Y,4A SAEY YooYE | V9,8V «,Ao DRRE YA
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AggerationValues_420 | *>*% | °+F | VATV, 8 ner ©E) A
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Cooperative_420 YV,4Y | EY,EV | YY,YA | YAY) AT v,00 YA
Cooperative_600 vV, ) £y VLAY | FY,AY 9 A Y
TrustWeightAttack_420 YN Y1,v¢ YY,EV | YY) LAY W Ye AN

TrustWeightAttack_600 V‘:,'l YOYA LATYA L TLYY YA AR )
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