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o ABSTRACT O

In this research, a system was designed to protect solar panels from theft
based on Internet of Things (IOT) technology. The designed system consists of two
main components, the ESP32-CAM module, which is the heart of the system and its
main control unit, and the MC-38 magnetic sensor. The designed system relied on the
M2M (MQTT) communication protocol, in order to connect the control unit to the
Internet with the NODE-RED platform that supports the MQTT communication
protocol through the Adafruit 10 server, as this platform provides many advantages
related to the Internet of Things, which enables us to monitor the system in real time,
and once the Internet is available, the system sends an alert in the form of a message,
in addition to sequential images of the site, either via Gmail or the Telegram
application on the mobile phone.

We tested the designed system on the solar panels on the roof of the College
of Engineering Technology. The results showed that the designed system is effective,
economical (its cost was about $24) and has low energy consumption of 500 mWh. It
also achieved very good protection for the solar panels installed on the roof of the
college from theft due to its high response speed and performance, as it issues several
types of alerts, audio alarm, sending an email or message, in addition to sequential
images of the site on Gmail and the Telegram application in real time. The MQTT
protocol also achieved great quality and high speed in sending messages, as the
Wireshark program showed, through analyzing the network data by capturing the IP
of the sent packet, a very low delay time for the arrival of messages, which is 66.559
[msec], and this average delay is considered "very good" according to the Tiphon
classification, in addition to the packet loss of 5%, which is considered an average
value according to the same classification.
key words: Anti-Theft System, 10T, ESP32-CAM, MQTT, NODE-RED, MC-38 Sensor,
Wireshark.
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Alright, a new bot. How are we g to -
call it? Please choose a name for your
bot >

" EspCam
__——

Good. Now let's choose a username for |

your bot. It must end in "bot’. Like this,
for example: TetrisBot or tetris_bot

i EspCambot

_ Nntsbeeibnteb AL

Sorry, this username is already taken f'/ \

Please try something different V.

P EspCambot963

Sorry, the username must end in ‘bot’
E.g. 'Tetris_bot’ or 'Tetrisbot’

EspCam963bot

Done! Congratulations on your new bot.
You will find it at t me/EspCam963bot.
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section and profile picture for your bot,
see /help for a list of commands. By
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your cool bot, ping our Bot Support if
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397 ->

397 -> Taking a photo...
397 -> /93/4ARQSKZJIRGABAQEAAARAAAD/ 2WBDAROHCAKIBYOJCAKLCWOMDXKQDW!
948 -> Picture file name: /photo.lpg
027 -> The picture has been saved in /photo.jpg - Size: 4096 byte
027 -> /93/4ARQSkZJIRGABAQEARARAAAND/ 2wBDAROHCAKIBgOoJCAKLCWOMDXkQDW
€77 —-> /91/4ARQSkZJIRGABAQEARARAAAD/ 2wWBDAROHCAKIBgOJCAKLOWOMDX kQDW.
247 —>

238 -> Taking a photo...
238 -> /93/4ARQSkZJIRGABAQEARAAAARD/ 2wBDAROHCAKIBgOJCAKLCOWOMDX kQDW!
€47 -> Picture file name: /photo.lpg
727 -> The picture has been saved in /photo.jpg - Size: 0 bytes
768 -> /93/4AAQSkZIRgABAQFARARAARD/2wBDAROHCAKIBgoJCAKLCWOMDXxkQDW
167 —-> /91/4ARQSkZJIRGABAQEAAARAAND/ 2WBDAROHCAKIBgOJCAKLOWOMDX KQDW!
563 ->

572 -> Taking a photo...
$72 -> /93/4ARQSkZIRGABAQEAAAAAAAD/ 2wBDAACHCAKIBgoJCAKLCWOMDXkQDWAODXEWEXxIZJCAMTiQgIyIoLToxKCs2KyIJMKQzN:
978 -> Picture file name: /photo.Jlpg

097 -> The picture has been saved in /photo.jpg - Size: 0 bytes

097 -> /93/4ARQSkZIRgABAQEAAARAAAD/ 2wBDARCHCAKIBgoJCAKLCWoMDxkQDW4ODXSWFxIZJCARTiQgIyIoLToxKCs 2Ky I jMkQzN;
557 -> /93/4AARQSKkZJRGABAQEAAARARAAD/ 2WBDAROHCAKIBgOJCAKLCWOMDXkQDW4ODXEWFXIZJCAMI1QgIYIOLTOXKCS2KyIJMkQzN;

907 -> Taking a photo...

807 -> /93/4ARQSkZJIRGABAQEARARAAAD/2WBDAROHCAKIBgOJCAKLCWOMDXkQDW4ODXEWFxIZJCAMIiQgIyIoLToxKCS2KyIjMkQzN:
327 -> Picture file name: /photo.)pg

407 -> The picture has been saved in /photo.jpg - Size: 0 bytes

447 -> /93/4ARQSkZJIRgABAQEARARARAD/ 2wBDAROHCAKIBgoJCAKLCwoMDxkQDW4ODxEWFxIZJCAMIiQgIyIoLToxKCs2KyIjMkQzN:
852 -> /93/4ARQSKkZJIRGABAQEARARAARD/ 2WBDAROHCAKIBgOJCAKLCWOMDXKkQDW4ODXSWFXIZJCAMI10gIyIOoLTOXKCS2KyIJMkQzN:

277 -> Taking a photo...

277 -> /93/4ARQSkZJRGABAQEAAARAAND/ 2WBDAROHCAKIBgoJCAKLCWoMDXxkQDW4ODXSWEXIZJCANTiQgIyIoLToxKCa2KyIjMkQzN:
€68 —> Picture file name: /photo.Jlpg

788 -> The picture has been saved in /photo.jpg - Size: 0 bytes

788 -> /93/4ARQSkZIRGABAQEARAAAAAD/ 2wBDAROHCAKIBgoJCAKLCWoMDxkQDW4ODXEWFxIZJCAMIi0gIyIoLToxKCs2KyIJMkQzN:
218 -> /93/4ARQSKZJRGABAQEARAAAAND/ 2WBDAROHCAKIBgOJCAKLCWOMDXkQODW4ODXBWEXIZJCARTiQgIYIOLTOXKCS2KyIjMkQzN:
617 ->

sl (7] Show timestamp Newline ~ | 115200baud Clea
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JN92.168.82.195.80/saved-photo

hp /192168 .82.195.80/saved photo

hitp://192.168 82.195:80/saved-phota

NodeRed963/feedsinodered

Wil
Gl

o rednode26gmalc.. e

hitp./192.168.82.195:80/5aved photo {'mmm"me SOIB!M@I swkn $Ema|l
‘ fitg:/192.168.150 193 80 seedohats) The link of the photo

hip/192.168.82.195.80/saved-photo
http /1921 68.82.195:80/s5ave

hup/192.168.82.195.80/save:

http//192.168.82.195:80/saved photo

hitp./192.168.82.195:80/saved-phol

hup/192.168.82,195.80/saved-pholo

hitp./192.168.82.195:80/saved photo
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Ml The Wireshaek Network Analyzer

C\Users\roaa amran!\Desktop\wireshark. pcapng (70 ME)

Capture

sing this Fier

| Wi-Fi | o

File Edt WMeew Go Captwe Anabze Statistics Telephormy Wireless Took  Help

F L AE ] == aaq
] !

Welcome to Wireshark

Open

Adapter for lopback traffic captuse L

Local Ases Connection® 10
Local Asea Conmection® 9
Lecsl Ases Conmection” 2

Learn

#  Ready to load or capbure

User's Guide . Wiki « Cwestions and Answers + Mailing Lists

Vou are runriing Wireshark 42.6 {4 2.6-0-gacd sB54bak). You receive automatic updates.

- (m] 4
= -]+
" | Allimterfaces thown ™
~
v
SharkFest Wireshark Discord + Donate
Mo Packets Profile: Default

Wireshark gl dgaly :(¥+) J<all

:Wireshark galiy Ao il (uld V-r-o
Slosbeall o oS desiie Cligine o jorall Aa dualdi pandl SDLi il aladin) (Ko
Cilaglan A8 Jyguual Lajall Bl s of (S cdanly days IS A ) ) Gl (ggina o
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DA e colaill 130 (e laslita) & Al VLV dalal) i) dallas e Hald malindl oS,
I e badiel sl Lallal a3l il Glas JaYs  Aeatival) dgasll Galall P glgie i)
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‘ *Wi-Fi
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm @ [|MRE Re==2F L5 EQQQE

[ Jipsre == 192.168.82.66 & mat]

No. Time Source Destination Protocol Lengtt Info

708519 1131.016966 192.168.82.66 52.54.163.195 MQTT 138 Connect Command
78991 1175.@80336 192.168.82.66 52.54.118.50 MQTT 138 Connect Command
76994 1175.282227 192.168.82.66 52.54.110.50 MQTT 85 Subscribe Request (id=58498) [NodeRed963/feeds/nodered]
73168 1235.290851 192.168.82.66 52.54.118.50 MQTT 56 Ping Request
73981 1295.292772 192.168.82.66 52.54.118.50 MQTT 56 Ping Request
74548 1355.311457 192.168.82.66 52.54.118.50 MQTT 56 Ping Request
74954 1415.319788 192.168.82.66 52.54.118.50 MQTT 56 Ping Request
75738 1475.333883 192.168.82.66 52.54.118.50 MQTT 56 Ping Request
76219 1535.334761 192.168.82.66 52.54.118.50 MQTT 56 Ping Request
76574 1595.334779 192.168.82.66 52.54.118.50 MQTT 56 Ping Request
76885 1655.346185 192.168.82.66 52.54.118.58 MQTT 56 Ping Request
77179 1715.358977 192.168.82.66 52.54.118.58 MQTT 56 Ping Request
77682 1775.374557 192.168.82.66 52.54.118.58 MQTT 56 Ping Request

<

v Frame 78519: 138 bytes on wire (1184 bits), 138 bytes captured (1184 bits) on interface \Device\NPF_{963E617E-B3EF-43E9-ACC7-771E3ACFS8CBY, id @
Section number: 1
Interface id: @ (\Device\NPF_{963E617E-B3EF-43E9-ACC7-771E3ACFSBCE})
Encapsulation type: Ethernet (1)
Arrival Time: Jul 24, 26824 11:85:8@.11714800@ Syria Standard Time
UTC Arrival Time: Jul 24, 2824 88:05:88.11714@008 UTC
Epoch Arrival Time: 1721883380.117142000
[Time shift for this packet: 8.888888888 seconds]
[Time delta from previous captured frame: @.881781868 seconds]
[Time delta from previous displayed frame: ©.880880600 seconds]
[Time since reference or first frame: 1131.816966888 secends]
Frame Number: 78519
Frame Length: 138 bytes (l1le4 bits)
Capture Length: 138 bytes (1104 bits)
[Frame is marked: False]
[Frame is ignered: False]
[Protocols in frame: eth:ethertype:ip:tcpimqtt]
[Coloring Rule Name: TCP]
[Coloring Rule String: tcp]

Ethernet II, Src: HonHaiPrecis d3:e8:c3 (38:bl:db:d3:e8:c3), Dst: 42:4d:0b:b4:a4:81 (42:4d:8b:b4:54:81)

Wireshark galip Ao clball daja Jalai (YY) Jeil)
JLsY) Aeja iy (Y) sl
Destination  Protocol Length
52.54.163.195 MQTT 138

Time
0.001701

Source
192.168.82.66

192.168.82.66

52.54.110.50

MQTT 138

0.000837

192.168.82.66

52.54.110.50

MQTT 85

0.011252

192.168.82.66

52.54.110.50

MQTT 56

0.455074

192.168.82.66

52.54.110.50

MQTT 56

0.032402

192.168.82.66

52.54.110.50

MQTT 56

0.157504

192.168.82.66

52.54.110.50

MQTT 56

0.598317

192.168.82.66

52.54.110.50

MQTT 56

0.03228

192.168.82.66

52.54.110.50

MQTT 56

0.016776

192.168.82.66

52.54.110.50

MQTT 56

0.204216

192.168.82.66

52.54.110.50

MQTT 56

0.431847

192.168.82.66

52.54.110.50

MQTT 56

0.094681

192.168.82.66

52.54.110.50

MQTT 56

0.187973

192.168.82.66

52.54.110.50

MQTT 56

0.006427

192.168.82.66

52.54.110.50

MQTT 56

0.055651

192.168.82.66

52.54.163.195

MQTT 138

0.000686

Average

+,+110014 geconds

OSa (Jall palill canas e by . 66.559 MSeuy Lallil sl bl (Y) Jsaadl o
Telecommunications ) TIPHON Caisi cawa @lldy "o an’ jdge 56 il Lugie of 2l

.[12,13] (and Internet Protocol Harmonization over Network

Q)
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:Wireshark galin Ao dajall (lagh jLad) Y-r—o
Gllabaa¥) ge aniiy dgasll ) deai ¥ lly 3081 e agiiall aiall e o dajall ooz
ol Wylad) xeq (TTL (Time to Live) aiall Llgs (o daalill aiall cile Uagifg ALl A<l da
ey Akl dojall alall ip J) e Talaely Wireshark galiy alasiuls aaasll Lol 4ojall
KA 8 (e 8 WS %00, 0 Aaja (i e Ubias (YY) JSAN 3 Gl bkl e g Jadilall o 3al)

112,13] ()

M Wireshark - Capture File Properties - Wi-Fi >

Details

Name: C\Users\ROAAOM-1\AppData\ Local\Temp\wireshark_Wi-FiBKONR2.pcapng

Length: T4MB

Hash (SHA236): 9bbe0d9678c3dd07d0cef7df clf d0ed3d679a2c551 dBefddd 3fbfeddd54393

Hash (SHAT): 103¢63a326409dc9b4dbafd4834bba1731cadd3b
Format: Wireshark/... - pcapng
Encapsulation: Ethemnet

Time
First packet: 2024-07-24 10:46:09
Last packet: 2024-07-2411:37:13
Elapsed: 00:31:03

(Capture
Hardware: AMD AB-6410 APU with AMD Radeon R Graphics (with SSE4.2)
05 64-bit Windows 10 (22H2), build 13043

Application: Dumpcap (Wireshark) 4,26 (v4.2.6-0-g2acd1a834bab)

Interfaces
Interface Dropped packets Capture filter Link type Packet size limit (snaplen
Wi-Fi 0(0.0%) none Ethernet 262144 bytes

Statistics
Measurement Captured Displayed Marked
Packets sz 185 (5.0%) —
Time span, § 3063.950 1882.263 —
< ¥

Wireshark gulin Ao dajall olai jLad) :(YY) Jill

el panmnall Uil IS (YY) JSAN el

danng Lyleal) Ll (3 gaiual lgdl) JSAI 1(Y¥) JSid

ay
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