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o ABSTRACT o

The monitoring and classification of traffic loads are among the most
significant research areas due to the rapid growth of modern applications and
networks. This process offers various benefitse including reducing network
congestion« improving network management« and enhancing service quality. With
the advancement of Software-Defined Networking (SDN)¢ which addresses the
limitations of traditional networks by simplifying network management« enabling
programmability« and providing comprehensive network visibilityc SDN has become
a promising platform for traffic classification and optimized routing using machine
learning techniques.

In this study< an SDN environment was built to monitor and classify traffic
loads using machine learning techniques. The Random Forest algorithm: a
supervised learning modelc was employed to classify network traffic based on
application-level features. Traffic loads were categorized into "high™” and "low" loads
based on extracted flow features. Following classification« the RYU controller was
utilized to determine the optimal path for each load. The results demonstrate the
feasibility of accurate traffic classification and improved routing efficiency in SDN
environments« contributing to enhanced network performance and adaptability to
dynamic traffic changes.
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Address
10.0.0.1
10.0.0.3
10.0.0.2
10.0.0.2
10.0.0.1
10.0.0.2
10.0.0.2
10.0.0.1
10.0.0.2
10.0.0.2
10.0.0.2
10.0.0.1

TCP Endpoints

Port Packets Bytes Tx Packets | Tx Bytes Rx Packets | Rx Bytes

34099 11 580 319 483 228 8 850 319 297 040 2730 186 188
5566 54 619 1396 272 768 13 307 910 504 41 312 1395 362 264
37983 886 18 996 992 625 18 977 996 261 18 996
37984 1301 7 246 840 809 7213 276 492 33 564
34102 10 267 225 844 348 8076 225 694 320 2191 150 028
37986 1620 6 341 828 975 6 297 828 645 44 000
37987 690 10 453 040 563 10 444 396 127 8 644
34105 12 831 326 927 312 9775 326 718 236 3 056 209 076
37989 686 12 730 544 557 12721772 129 8772
37990 551 12 582 724 459 12 576 468 92 6 256
37991 1928 42 000 456 1519 41 972 636 409 27 820
34109 12 279 413 665 456 9104 413448 296 3175 217 160

TCP JsSsig 0 cilibas) (o ) Jea
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S g s LS puudly cllall ¢y Alalial) il Jlea¥) 25n Ada alindl jise

(6)

wireshark_pcapng_any 20240804105617_3Q2gYM - Graph Analysis

Time 10.0.0.1 10.0.0.3 10.0.0.5 I
10.0.0.7 10.0.0.4
0.000000000 SN ; ; ; Seq=0
0.000077000 anye—2IN- ACK s 0 ! ! ! Seq=0Ack =1
0.000795000 LR i i 0 Seq=1Ack =1
0.002215000 urayrEoH- ACK - le. ol o o o | Seq=1Ack =1
0.002345000 ,41371:,:..#55555 E E E Seq = 1 Ack = 25
0.002723000 paACK-Len: 1. o) : : : Seq =25 Ack = 1
0.002761000 T L | e g g z Seq = 1 Ack = 14505
0.002962000 e EoH ACK - le, | | | Seq = 14505 Ack = 1
0.002997000 P ACK S i i i Seq = 1 Ack = 28985
0.002972000 e ACK-Len: 14, ; ; ; Seq = 28985 Ack = 1
0.003024000 mame—ACK z z ! Seq = 1 Ack = 43465
0.003255000 |41371:-:ﬂ.m‘.:|5555: : : i Seq = 43465 Ack =1
0.003422000 cEme—EE : : i Seq = 1Ack = 57945
0.003265000 ,413,1&&.5,55555 E E E Seq = 57945 Ack = 1
0.003456000 uzye—BCE ! ! : Seq = 1 Ack = 72425
0.003275000 |41371:-M|55665 i i : Seq = 72425 Ack =1
0.003485000 uame——ACK e | | | Seq = 1 Ack = 86905

Al B Adaial) Jilll (1) Jil

golin Al Jlall i Ldhey Aoy sl (V)USEL sl IS Jsd
& .SDN 4% Wiea oy Al dualidy) 4l gen (peap) cilS damll bés o3 Wireshark
Juli aad Cua (CSV) A adaiag ade Jaaall an (Windows) & ) spaaiy clld aen ala
e e @t A Gl pead W el dulie Glly degene Wl gl Be e A
& Cun M) alal) zigen il gals caualy (Dataset) cbily sl Ulal 0p0 by <)
alibally dgeall @lily tda)s K el dus AQAN 2 L) Glle o alldl Glegaaa ol
Ay il b s dal ge (el By JsSsinslly dgaslls saadl P pglie) Jie L))
Aol maat 8 el o e S i) e degtie degana Gpadal Giny cods ULl degena o
Jala dsasall smdll paa ) el ) A Gled Chamis A e il aall (e ddba
Jally 5l Jlaa¥) o 5p6 ) Aoad o 2ly eynty U (s deall 23l A e
(Y) dsasll meag cajall oda e dajs S Gliae Lghisy Lad il dataset geia elaiy cBpiall

lgalatinly i 3l Sl 52l e

Ao
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LS o pSail y ibine lls 48 el SN (3 Jea) AS p A8) 5e
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Field name Description
datapath_id Jauall Ciyna
Flow_id Gl Cayee

ip_src Drad) g

ip_dst dgasll Olgie
ip_proto JsSgigpll
flow_duration_sec Al sdal) sae
packet_count_per_s 1l U< a3l aae
Label 1 for elephant.Q) mice
First_pkt_size oY) Ljall aan
Avg_pkt_size Lol paa Jangic
Pktrate arnd) Jaxa

@aa) Ll st (Wil lnas e Jbllby Mice i Elephant L) canas Alls s
G denls Gl A gy cdfledel) B (RF) Ciiae s V) Chiatll Gl
Dlaiyly caaill cDIKEe ae Jalaill i€ (Supervised Machine Learning Algorithms)
ity (Bghaall aidll g Jaleilly 5l Clil) Gle gens pe daladll e 43508 s oylid) &35 .[20]
sy ASE) adl Chiialy agin Chinall) 18 (8 18 Sl US O Ces LauiSall lesled) e
scikit— 4i<eg Python 4al aladiul & .8l Audle e o 3891 DA e L8l dagill aaas
LY el 23505 a3a ol e leamn

:Result And Discussion 4&lially gl ) )

Oty LAY iy 520 e el z3saill i) 8 Y adadll 2 35m Can 5 o any
‘Random Forest model g3 53 Sl 5y & (¥) Jsaall
EAoalll iy Jdd) @il (¥) Jsss

Training Set Evaluation:

Test Set Evaluation:

Accuracy: 0.9927
Precision: 0.9962
Recall: 0.9891

F1 Score: 0.9927

Accuracy: 0.9919
Precision: 0.9949
Recall: 0.9887

F1 Score: 0.9918

S e 458 5 daadina) bl 52l 8 Glsial) Glial) ays (V) IS8

Aue)Vou e
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Distribution of Classes
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Distribution of First Packet Size
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Correlation Matrix of All Features

Protocol
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switch

first_pkt_size Protocol switch
Feature
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